Vendor Management

in a continuous compliance environment
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* [T Audit/ Security Testing
* Continuous Compliance

* Collaboration Consulting
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Why Vendor Management!

® Understand Risk

® Handle Breaches

® Negotiation/Price Breaks

® Big Brother Says Sol




Best Strategy is the Compliant One

® Policy

® Due Diligence
® Contract
® Risk Assessment

® Ongoing Monitoring




Policy

KISS, just do what the policy says!
Due Diligence Requirements
Risk Assessment Definitions

Ongoing Monitoring
Requirements

Crisis Management/ Incident
Response Plan
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Due Diligence

Don't tell current vendor about upcoming conversions....ssshhhhh!
Selection team with power users - 3 to |2 people

Narrow down to 3 to 5 candidates with a Request for Proposal
Demo in the same time frame based on what YOU want to see

Select vendor based on Function, Integration, Scale, Training, Price
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Contract

e NEGOTIATE Everything

® [erms/Conditions/Pricing/Auto-
Renew

® GLBA - Privacy

® Just ask a lawyer......




Risk Assessing Vendors

Base risk assessment from policy
definitions

Access to customer information or
Institution secrets

Fase of conversion
Financial condition

Security controls
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Ongoing Monitoring

Use the Risk Assessment!!l!

Review High Risk Vendor more
diligently

Financial Reviews

Controls Reviews, NOT JUST
SAS /0's

Billing




Make 1t work!

Do what your POLICY says
Thorough DUE DILIGENCE saves you in the long run
Negotiate everything in the CONTRACT

RISK ASSESS all vendors, based off importance to your operation

Monitor vendors CONTINUOUSLY based off the risk assessment
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| hanks.

Emall: heath@thegarlandgroup.net

Web: thegarlandgroup.net
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